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And your authentication
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But you wish it was...

Microsoft .
Account blackbaud
>
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To complete this job you’'ll need access to 3 roles

 Blackbaud Org Admin —to configure the connection on the
Blackbaud side

 Azure Portal Admin — to configure the connection within Azure

* DNS Admin - to verify ownership of the domain being claimed on
the connection

Pro tip: Before starting this process, consider inviting yourself as an
Org Admin at an email address that will not be on the same domain

you are claiming for SSO. This can help avoid accidental lockout on
the account.




So...
Let’s make it
happen!!!
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Navigate to Manage SSO within Blackbaud Admin

Admin Home  Users and admins  Billing  Authentication  Settings v
Authe nti Catl on Blackbaud ID Google SSO Test
settings
Single sign-on Inactive

Manage 550 settings

You can connect Blackboud ID to your organization's Identity Provider (IdP) to
manage your users.




Select Azure AD

Admin Home Users and admins  Billing  Authentication Settings v . @

Blackbaud ID Google S50 Test

SI ng Ie Slg N-0onN Blackbaud ID Google SSO Test

Back to Authentication settings
To use your organization's identity provider with Blackbaud IDs, enable single
sign-on (SSO). You can manage access to Blackbaud solutions and enable your
users to sign in with the same credentials that they use for other solutions. For
more information, see our resources for managing SSO with Blackbaud ID.

o Azure AD G Google G Suite
Connect using your Azure Active Directory. Connect using your Google G Suite.
> SAML20 = ADFS
Connect using Security Assertion Markup Connect using your Active Directory
Language. Federation Services.
okta Okta
Connect using your Okta identity
management.

If you're not the right person to set up SSO, invite another admin to configure your connection.




Configure your connection

= | Admin Home  Usersand admins  Billing  Authentication  Settings .

Jackie's LE

Single sign-on Jackies LE

Back to Authentication settings

Azure AD configuration

Invite another admin to configure your connection

@ 1- Configure your connection

Get started!

your email domains

- Test connection

4 - Turn on

Cancel




Sign in to Azure Portal and navigate to Azure AD

&« c portal.azure.com

ES Auth0 ES Designs E5 Outlook

Create a resource

ﬁ Home

[2] Dashboard

All services

% FAVORITES

All resources

[ '] Resource groups

=] App Services

“> Function App

& sQL databases

‘£ Azure Cosmos DB

K3 Virtual machines

@? Load balancers

= Storage accounts

“+> Virtual networks.
} Azure Active Directory

@ Monitor

Q Advisor

0 Microsoft Defender for
Cloud

. Cost Management + Billing

2 Help + support

ES workilow ES ADO IAM Experience 5 Re

Search resources, services, and docs (G+/)

re!

Check out the following options.

ree trial Manage Azure Active Directory

d Azure Manage access, set smart policies, and
s 12 months of  enhance security with Azure Active

red

s¢

Directory.

ual
ines

> Azure Active Directory *
v

T View

Free training from Microsoft

Secure your application by using OpenID Conn.
6 units - 50 min

Useful links

Overview &

Get started
Documentation o
Pricing o

https://portal.azure.com/#home


https://portal.azure.com/

Enter your primary Azure AD domain

John.Vogel@blackbaud..

Microsoft Azure £ Search resources, services, and docs (G+/) e

Configure Azure AD application Home > Blackbaud-ID

= Blackbaud-ID | Custom domain names
.In a separate browser tab, sign in to your Azure portal Azure Active Directory

. Enter your pr‘\ mary Azure AD domain. * « -+ Add custom domain O Refresh  #% Troubleshoot == Columns R'j Got feedback?

. ) Overview
blackbaudid.onmicrosoft.com
Preview features

In the Azure portal. create an a registration with the redirect URl * o Looking to move an on-premises application to the cloud and use Azure Active Directory Domain Services?
- P , PP reg Diagnose and solve problems

https://blackbaudinc.authO.com/login/callback

| 2 Search domains +v Add filters

. Enter your application's ID. * )
Name Status Federated Primary

X0 XXX XK -XOX =X OCXIXK
blackbaudid.com @ Verified

. L . . 15 External Identities
. In the Azure portal, edit the API permissions for your application to turn on the User.Read blackbaudid.onmicrosoft.com @ Available

permission. . Roles and administrators

. In the Azure portal, create a secret key to secure your application's credentials when & Administrative units

requesting tokens. Enter the secret key. * Enterprise applications

Devices
@5 App registrations
Identity Governance
Finish Cancel * Application proxy

Customn security attributes
(Preview)

Licenses
Azure AD Connect

Custom domain names




Register new app

. . m O & 6 8§ John.Vogel@blackbaud.... @
Microsoft Azure £ Search resources, services, and docs (G+/) Iy - oo A BLACKBAUD-ID ‘@

Home > Blackbaud-ID

=22 Blackbaud-ID | App registrations = - P
HE
Azure Active Directory

“ + New registration @ Endpoints (}9 Troubleshooting O Refresh i Download [F2] Preview features
O Overview

Preview features
o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD

Graph. We will continue to provide technical support and security updates but we will no longer provide feature updates. Applications

# Diagnose ang / . ippa :
will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications Owned applications  Deleted applications

roups
£ Start typing a display name or application (client) ID to filter these r... +‘~Tr‘ Add filters

8 External Identities

i, Roles and administrators
This account isn't listed as an owner of any applications in this directory.

-l Administrative units
View all applications in the directory

i Enterprise applications
Ll Devices
% App registrations

(&} |dentity Governance




Copy redirect URI and Register app

Microsoft Azure £ Search resources, services, and docs (G+/) 1 C & John VOQEI@bLﬁ::;\:;m g

Configure Azure AD application
Home > Blackbaud-ID >

Register an application

1.In a separate browser tab, sign in to your Azure portal

2. Enter your primary Azure AD domain. *

. ) * Name
blackbaudid.onmicrosoft.com

The user-facing display name for this application (this can be changed later).

G s s ; "
3. In the Azure portal, create an app registration with the redirect URI I IRzure AD S50 connection for Jackie's LE with Blackbaud

https://blackbaudinc.authO. /login/callback

4. Enter your application’s ID. * Supported account types

i i i i ?
B —— Who can use this application or access this API?

@ Accounts in this organizational directory only (Blackbaud-ID only - Single tenant)

5. In the Azure portal, edit the API permissions for your application to (O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

turn on the User.Read permission;: O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

6. In the Azure portal, create a secret key to secure your application’s (O Personal Microsoft accounts only
credentials when requesting tokens. Enter the secret key. *

edirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
Finish Cancel changed later, but a value is required for most authentication scenarios.

I Web v | | https://blackbaudinc.auth0.com/login/callback

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies '




Enter App's ID

JohnVogel@blackbaud.... @
BLACKBAUD-ID @

@ Microsoft Azure

' Search resources, services, and docs (G+/)

Configure Azure AD application

Home > Blackbaud-ID >

HH Azure AD SSO connection for Jackie's LE with Blackbaud

1. In a separate browser tab, sign in to your Azure portal
2. Enter your primary Azure AD domain. *

blackbaudid.onmicrosoft.com

3. In the Azure portal, create an app registration with the redirect URI *

https://blackbaudinc.authO.com/login/callback It Copy

4. Enter your application’s ID. *

5. In the Azure portal, edit the APl permissions for your application to
turn on the User.Read permission.

6. In the Azure portal, create a secret key to secure your application's
credentials when requesting tokens. Enter the secret key. *

Finish Cancel

|P Search (Cmd+/)

&

#

Overview
Quickstart

Integration assistant

Authentication
Certificates & secrets
Token configuration
AP| permissions

Expose an API

% App roles

Owners

Roles and administrators

Manifest

]il Delete @ Endpoints % Preview features

~ Essentials

Display name
Azure AD 550 connection for Jackie's LE with Blackbaud

Application (client) ID

Object ID

Directory (tenant) ID

Supported account types
My organization only

Client credentials
Add a certificate or secret

Redirect URIs

1 web, 0 spa, 0 public client
Application ID URI

Add an Application ID URI

Managed application in local directory
Azure AD S50 connection for Jackie's LE with Blackbaud

o Welcome to the new and improved App registrations. Locking to learn how it's changed from App registrations

(Legacy)? Learn more

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and
Azure AD Graph. We will continue to provide technical support and security updates but we will no longer provide feature
updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

ot Ctarvtad




Go to APl Permissions and Add a permission

. : a &O@m 5 JohnVogel@blackbaud.... @
Microsoft Azure & Search resources, services, and docs (G+/) I5 19 o S BLACKBAUD-ID &P

Home > Blackbaud-ID > Azure AD SSO connection for Jackie's LE with Blackbaud

- Azure AD SSO connection for Jackie's LE with Blackbaud | APl permissions =

‘/D Search (Cmd+/} | & O Refresh ,.Q'? Got feedback?

i Overview

&4 Quickstart
o The “Admin consent reguired” column shows the default value for an organization. However, user consent can be customized per

permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be

# Integration assistant
used. Learn more

danage
Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of

Authenticatié configured permissions should include all the permissions the application needs. Learn more about permissions and consent

Certificates & secrets

+ Add a permission " Grant admin consent for Blackbaud-1D
Token configuration

APl / Permissions n... Type Description Admin consent req... Status
APl permissions

Mo permissions added
Expose an API
App roles

Gwners To view and manage permissions and user consent, try Enterprise applications.




Select Microsoft Graph

Microsoft Azure A2 Search resources, services, and docs (G+/) T ) John.Vogel@blackbaud....
BLACKBAUD-ID

Home > Blackbaud-ID > Azure AD ¢ Request API permiSSions
- Azure AD S50 cor

Select an API

|P Search (Cmd+/) | 4

Microsoft APIs  APls my erganization uses My APIs
i Overview .

Commonly used Microsoft APls
&4 Quickstart

#" Integration assistant Microseft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mokbility + Security, and Windows 10.
Manage Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
single endpoint.
Branding &t prop

ates & secrets

r.J Azure DevOps I_s Azure Service Management G Office 365 Management APls

Token configuration

Integrate with Azure DevOps and Azure Programmatic access to much of the Retrieve information about wser, admin,
DevOps server functionality available through system, and policy actions and events
the Azure portal from Office 365 and Azure AD activity

logs

AP| permissions
Expose an API
App roles

Owners More Microsoft APls

Roles and administrators

m Azure Communication

E" Azure Batch .\
Services

Manifest = | g. Azure Cosmos DB

Schedule large-scale parallel and HPC Rich communication experiences with Fast MoSOL database with open APls




Select delegated permissions

Microsoft Azure 2 Search resources, services, and docs (G+/) T & & @ 4 Jah”'VGQEI@bLﬁtE;T;'_‘I

Home > Blackbaud-ID > Azure AD * REqUESt API pE‘rmiSSiﬂns
- Azure AD 550 cor
€ All APls

Microsoft Graph
https://graph.microsoftcom/ Docs [+

|):' Search (Cmd+/) | ¢ @

H Overview What type of permissions does your application require?

& Quickstart
Delegated permissions Application permissions
- » "
#  Integration assistant Your application needs to access the AP| as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
Manage
= Lo i

Ruthentication
Certificates & secrets
il Token configuration

==+ AP| permissions




Add User.Read Permission

Microsoft Azure

0 Search resources, services, and does (G+/)

Home > Blackbaud-ID > Azure AD ¢ REqLIESt API| PermiSSiOHS
- Azure AD S50 cot

‘ 2 Search (Cmd+/)

| «

I8 Overview
& Quickstart

' Integration assistant

Manage

3 Authentication
Certificates & secrets

:,l' Token configuration

- API permissions

G Expose an API

FL App roles

& Owners
e

Manifest

B2 Branding & properties

» Roles and administrators

Support + Troubleshootipg

CAll APIs
@ Microsoft Graph
https://graph.microsoftcom/ Docs

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

JohnVogel@blackbaud.... @
BLACKBAUD-ID P

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all
|P user.read *
X

@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be

used. Learn more

Permission

> IdentityRiskyUser

“ User (1)

User.Read (O
Sign in and read user profile

User.Read All O
Read all users” full profiles

Read all users” basic profiles

User.ReadWrite (D)
Read and write access to user profile

u

User ReadBasicAll ()
L]
O

Add permissions

Admin consent required




Grant Admin Consent

. . f ( 3 5 John.Vogel@blackbaud.... @
Microsoft Azure 2 Search resources, services, and docs (G+/) T : \L} 2 BLACKEAUD.

Home > Blackbaud-ID > Azure AD SSO connection for Jackie's LE with Blackbaud

- Azure AD SSO connection for Jackie's LE with Blackbaud | API permissions = - X

|}3 Search (Cmd+/) | « ) Refresh 99 Got feedback?

# overvi . . .
¥ Overview Grant admin consent confirmation.

&4 Quickstart Do you want to grant consent for the requested permissions for all accounts in Blackbaud-ID? This will update any existing admin

A Integration assistant consent records this application already has to match what is listed below.

Manage [ Ve ]

& Branding & prog Configured permissions

3 Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
’L configured permissions should include all the permissions the application needs. Learn maore about permissions and consent

ates & secrets

+ Adda ~" Grant admin consent for Blackbaud-1D

il Token configuration

o . Type Description Admin consent req... Status
9= APl permissions

“ Microsoft Graph (1 b
& Expose an A eh ()

User.Read Delegated  Sign in and read user profile No e

ke

ners

. To view and manage permissions and user consent, try Enterprise applications.
Reles and administrators gep Iy P PR

3 b

Manifest




Go to Certificates & secrets and add new secret

Microsoft Azure - Search resources, services, and docs (G+/)

Home > Blackbaud-ID > Azure AD SSO connection for Jackie's LE with Blackbau Add a Client secret b
Azure AD SSO connection for Jackie's LE w

Description ‘ Client Secret for Jackie's LE Blackbaud ID SSO ‘

‘P Search (Cmd+/) ‘ < £ Got feedback?

Expires ‘ 24 months ~ ‘

# Overview ) ) .
Credentials enable confidential applicatic

&4 Quickstart addressable location (using an HTTPS sch
as a credential.

‘t.' Integration assistant

Manage
o Application registration certificates, s

= Branding & properties
3 Authentication . .
Certificates (0) Client secrets (0)
Certificates & secrets

" A secret string that the application uses
Il Token configuration

& APl permissions -+ New client secret

@ Expose an AP, Description

No client secrets have been created for

. Roles and administrators
M Manifest
Support + Troubleshooting
ﬁ Troubleshooting

ﬂ Mew support reguest




Add Secret Value, expiration date and Finish configuration

@ Microsoft Azure ' Search resources, services, and docs (G+/) _

Home > Blackbaud-ID | App registrations > BBDevDays2023

o BBDevDays2023 | Certificates & secrets = - X
¥

Configure Azure AD application @

1. In a separate browser tab, sign in to your Azure portal

2. Enter your primary Azure AD domain. * | £ Search | ¢ A Got feedback?

blackbaudid.onmicrosoft.com B Overview

. . . . & Quickstart @ Got asecond to give us some feedback? =
3.In the Azure portal, create an app registration with the redirect URI *

It Copy

w Integration assistant
httpsi//blackbaudinc.authO.com/login/callback Credentials enable confidential applications to identify themselves to the authentication service when
Manage receiving tokens at a web addressable location (using an HTTPS scheme). For a higher level of assurance,

we recommend using a certificate (instead of a client secret) as a credential.

4. Enter your application's ID. *

5. In the Azure portal, edit the API permissions for your application to
turn on the User.Read permission.

B2 Branding & properties

2 Authentication

- lication registration certificates, secrets and federated credentials can be found in the tabs below.
. Certificates & secrets 0 »op o =
ili Token configuration

6. In the Azure portal, create a secret key to secure your application's

credentials when requesting tokens. Enter the secret key. *
‘ Expose an APl A secret string that the application uses to prove its identity when requesting a token. Also can be

o Certificates (0) Client secrets (1) Federated credentials (0)
AP| permissions -_

A Enter th t k | App roles
e -+ New client secret

&8 Owners

7. In the Azure portal, find the “Expires” date for the secret key used in
the previous step. Enter the secret key's Expires date. *

[ MM/DD/YYYY

Description Expires Value © Secret ID

o0 D

i, Roles and administrators

bbdevdays2023

Support + Troubleshooting
2 Troubleshooting

Finish Cancel & New support request




Claim email domains

Admin Home Users and admins  Billing  Authentication Settings

Single sign-on
Jackie's LE

Back to Authentication settings

Azure AD configuration

Invite another admin to configure your connection

~ 1-Configure your connection

Edit connection

2 - Claim your email domains

Claim domains

3 - Test connection

4 -Turn on

Erase all single sign-on settings




Enter domain and start verification

Claim email domains

Enter the domains you want to claim below @

blackbaudidsso.com| Start domain verification

© Claim another domain

You must verify your domains to begin testing your SSO connection

Close




Enter DNS record details

= DNS G{(\‘é““ i
g\e Z*a ff\\e
S

Claim email domains

2 D & Global DNS settings
Enter the domains you want to claim below @ 6

\Y

blackbaudidsso.com Add a custom record to your DNS configuration with the following Default name servers (Active) Custom name servers
Ty
Name/Host/Alias @ @ These DNS settings are active. Changes are published immediately, but may take time to propagate
Record type TXT
Time to live 3600 (or 1 hour)
(TTL) Resource records ® Export DNS records

Verify this domain  Verifying...

Resource records point to the services your domain uses, including web and email services. Learn more about resource records

Custom records
This can take a few minutes or up to 2 days, but we'll email you as soon as we verify No records added
this domain. Troubleshoot the issue.

Hostname (& Type @ L @
© Claim another domain

@ HTX‘I‘ -Haeoo l

You must verify your domains to begin testing your SSO connection

+ Add more to this record

Create new record
Close




Email domain Verified

Claim email domains

Enter the domains you want to claim below @

blackbaudidsso.com v Verified You may remove the TXT record from your DNS

© Claim another domain

A You cannot remove a domain that has active users

Close




Test Connection

host.nxt.blackbaud.com, U € > C signin.blackbaud.com ®

B B B B B B ES Authd [E5 Designs B3 Outicok B Workflow B ADO IAM Experience 5 Reference 5 Solutions @) User al

| Admin Home  Usersand admins  Biling  Authentication  Settings v . @ ‘ blucl(baud

Jackie's LE

Single sign-on Jackie's LE | Sign in

Email address

Need help?

Back to Authentication settings

Azure AD configuration

Invite another admin to configure your connection

~ 1- Configure your connection

Edit connection

+~ 2 -Claim your email domains

blackbaudid.com View Blackbaud IDs

Edit claimed domains

v 3 -Test connection

Open this Test mode URL in a private/incognito browser wind
e
https://signin.blackbaud.com/signin/?loginTest=true

Ity Copy

(0 Blackbaud IDs currently in Test mode)

® 4-Turnon




Test connection successful!

EMAIL CONFIRMING SIGN IN

Mi Gmail

Compose

Inbox
Starred
Snoozed
Sent
Drafts

More

Q_  Searchall conversations 3= @ Activer (@ & i
« B 0@ B8 0 @« B D i 20f6 < > mEm~
You successfully signed in to Blackbaud ID Google SSO Test's 8 &
test mode (Edemal) inbox x
Blackbaud Auth Services com 5:54 PM (20 minutes ago) ¥ € :
tome v
blackbaud

John,

Congrats! You successfully signed in to your Blackbaud solution through
Blackbaud ID Google SSO Test’s identity provider (IdP). To help test the
single sign-on (SSO) connection, use this URL to sign in to your
Blackbaud ID: https://signin.blackbaud.com/signin/?loginTest=true

Thanks,
Your friends at Blackbaud

©

= d

WELCOME PAGE AFTER SIGNING IN

¢« > c

& app.blackbaud.com

h & » 0@ :

Blackbaud

Welcome, John!

8

Profile

View/manage your BBID login, update your
password and contact infermation.

Training

Enroll in classes at BlackbaudU Campus, view
training FAQs or chat with Training Help.

Organization

View your organization’s important contacts.

Help & Support

Search the Knowledgebase, visit the
Community or manage cases in the Support
Portal.




Turn on SSO

~ 1- Configure your connection

To edit the connection, first revert users from
Test mode.

v 2 - Claim your email domains

blackbaudidsso.com View Blackbaud IDs

Edit claimed domains

v 3 -Test connection

Open this Test mode URL in a private/incognito browser window
Li]
https://signin.blackbaud.com/signin/?loginTest=true

It Copy

(1 Blackbaud IDs currently in Test mode)

Turn off Test mode

® 4-Turnon

Learn about turning on S50




Confirm any impact & Connect SSO

Connect your Azure AD SSO Blackbaud IDs

‘ These Blackbaud IDs all signed in with your domain in their email address
Ready to make the switch? When you connect with Azure AD: at some point.

Any changes to your SSO settings affect these users. To notify them of

» Anyone who signs in with a Blackbaud ID that includes one of your changes, you can copy and paste this list as email recipients.

verified domains will automatically redirect to your identity provider

(IdP), like those currently in Test mode. (Showing up to 1,000)

= View the Blackbaud |Ds using @blackbaudid.com

* When your IdP authenticates a Blackbaud ID, that ID wil Ity Copy all to clipboard

your Azure AD connection to manage passwords, lockouts, and
other security features.

johnvogel@blackbaudidsso.com

Automatically send members an email from Blackbaud informing

them of the change

Connect with Azure AD Cancel




Confirmation email

M Gmail

Compose

Inbox
Starred
Snoozed
Sent
Drafts

More

Q, Search all conversations = ® Active ~ ® & <

&«

B 0w B 0 ¢ Bm D i Tof6 ¢ > mm-

Your Blackbaud ID now uses Blackbaud ID Google SSO Test's & 0
credentials (Edemal’ inbox x

Blackbaud Authentication Services <noreply@blackbaud.com> 6:12PM (3 minutes age) 17 € :
tome «
John,

To sign in to your Blackbaud solutions with the Blackbaud ID associated
with this email address, you now use the same credentials as other
applications authorized at Blackbaud ID Google 550 Test. One less set
of credentials to remember? Life just got easier!

Need help signing in with your Blackbaud ID? Contact your
organization's IT admin.

Thanks,
Your friends at Blackbaud

©

Sent to users that previously had a Blackbaud
ID on the claimed domain(s) used with the SSO

connection



Completed connection page

= Admin Home  Users and admins  Billing  Authentication  Settings v .
Jackie's LE

Slngle Slgn_on Wlth Jackie's LE
Azure AD

Back to Authentication settings

Jackie's LE
Edit display name @ Update application key

Invite another admin to configure your connection  Learn about disconnecting SSO

Connection details A Redirect settings

Connection name  blackbaudid-onmicrosoft-com These links will redirect your users directly to your signin URL. @

Raiser's Edge NXT

https://signin.blackbaud.com/signin?sso=blackbaudid-onmicrosoft-

comé&redirectUrl=https://renxt.blackbaud.com/  Ih Copy

Claimed email domains ~




blackbaud

Thank you
john.vogel@blackbaud.com




L 4K

Disconnecting SSO

/\‘

b,




Disconnecting SSO

Admin Home  Users and admins  Biling  Authentication  Settings v

Single sign-on with
Google G Suite

Back to Authentication settings

Blackbaud ID Google S50 Test

Blackbaud ID Google SSO Test
Edit display name @ Update client secret

Invite another admin to configure your co Learn about disconnecting SSO

Connection details A Redirect settings

Connection name  blackbaudidsso-com These links will redirect your users




Disconnecting SSO

Disconnect Google G Suite

When you disconnect your connection, members will sign in
to their Blackbaud IDs using Blackbaud's secure
authentication service instead of Google G Suite.

In addition:

» Members can still connect to Google G Suite through your Test
mode URL.

» Your claimed email domains remain verified.

» No members can sign in to their Blackbaud IDs through Google until
you erase or reconnect the G Suite connection.

Yes, disconnect the Google G Suite connection

Automatically send members an email from Blackbaud
to reset their Blackbaud ID passwords

Disconnect Google G Suite Cancel




Disconnection Email to Users

M Gmail

Compose

Inbox
Starred
Snoozed
Sent
Drafts

More

Q, Search all conversations

&«

B O m

Your Blackbaud ID no longer uses Blackbaud ID Google SSO
Test’s credentials (Exemal inbox x

Blackbaud Authentication Services <noreply@blackbaud.com=

tome -

blackbaud

B 0 &

—_—F
- —
-

&

o

® Active v @

6:44 PM (4 hours ago)

=

W€

Blackbaud ID Google S50 Test's authentication was recently turned off for your Blackbaud ID. To complete the
switch, please reset your password to make sure it meets the requirements of Blackbaud's secure authentication

service.

Reset password

Thanks,

Your friends at Blackbaud

€ Reply

~ Forward
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